
Executive Summary
This case study aims to look at Cyber Security vulnerabilities TowerWatch has detected 
while implementing IT solutions within two organisations in the hospitality industry. 

We will be discussing the distribution of sensitive data usage across three departmental 
areas, the high vulnerabilities found within the hospitality industry and the successful 
deployment and implementation of the Microsoft Azure Information Protection (AIP) 
solution protecting from internal and external Cyber Security threats in line with GDPR.

CASE 1
A small-to-medium sized organisation 

of around 300 employees across 9 
locations within central London.  

CASE 2
A medium-sized organisation of 550 
employees across 8 locations based 
in central London with 2 supporting 

branches in the US.

Case Study of GDPR Cyber Security 
Vulnerabilities in the Hospitality Industry
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Introduction
With a focus on people, rather than technology, the hospitality industry is looking for 
Cyber Security protection that addresses threats without hindering their services to 
customers. Our Microsoft AIP solution offers well-rounded protection without confusing 
or extensive everyday processes meaning that employees can focus on the important 
customer experience. 

Potentially sensitive data breaches happen every day, from something as simple as an 
email, but most hospitality organisations, including both of our cases, were surprised to 
learn the amount of sensitive data that they hold. Across both cases we present here, 
sensitive data triggers came primarily from the HR department with Finance and the rest 
of the organisation making up the remaining triggers.

This indicates that although technologically behind, hospitality businesses are still in 
possession of plenty of sensitive data, therefore this industry needs to get up to speed on 
their Cyber Security protection, particularly with the GDPR deadline looming.

Distribution of Sensitive Data Usage Companywide
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GDPR is Changing the Game
Securing sensitive data processing and storage is not a new problem, but with the 
increasing amounts of data held, breaches pose more of a risk when it comes to the 
amount of data captured and the increased frequency of Cyber threats. With larger fines 
and consequences, the impact of these breaches is no longer irrelevant to organisations 
and is therefore being understood and dealt with at Board of Directors level. Pushing 
these regulations through from higher level executives places a greater importance 
on employees to protect sensitive data and this means it is taken more seriously 
companywide. This helps build a company culture rooted in security and data protection. 

Within the hospitality industry, GDPR strengthens protection of customer data and 
allows organisations to heighten their awareness of technology and the data that they 
hold. GDPR is changing the game for Cyber Security, enforcing what we have known for 
years; it is very serious and needs to be done properly. 
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Case Study Hospitality Vulnerabilities
As an industry that favours stability and dependability over innovation, hospitality 
businesses can be particularly vulnerable and there were some shocking surprises we 
found during the implementation of these cases. 

The introduction of GDPR regulations force organisations to pay attention to their 
processes and take action to protect sensitive data held. For an industry that doesn’t 
think they have anything to protect, we also found that sensitive data has been shared 
freely within documentation and communication in numerous volumes.

We found that HR and Finance departments deal with the most amount of sensitive data 
compared to the rest of the organisation. We have segmented them as part of our solution 
which has allowed us to show the amount of sensitive data traffic over 30 days within this 
“non-tech” industry. 

Serious Potential Breaches 

• �The most serious meant that a third-
party HR system had the ability for any 
user to export a report to receive a list 
of sensitive data including employee 
addresses and information. 

• �Also, staff were, as procedure, 
taking credit card details via email or 
telephone for reservation deposits and 
storing them insecurely. There were no 
systems in place to protect this data, 
leaving it vulnerable. 

Smaller Potential Breaches

• �Individual passport numbers and 
National Insurance numbers were 
also not stored securely within HR, 
routinely sent between users via email. 

• �Financial and HR departments 
routinely discussed pension details 
and information without protection via 
email. 
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Each trigger denotes sensitive information that has been identified in either a document 
or email that has been protected as part of our solution. To put this into perspective, 
across these small-medium organisations presented here, over 100 potential breaches of 
sensitive data occurred, that could open up the organisations in question to huge GDPR 
regulation penalty risks.

Having identified hospitality as an industry that clearly stores and uses sensitive data, we 
have created a tried and tested step-by-step approach tailored to the hospitality industry. 
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1. Technical Meeting. We 
meet and discuss with the IT 
department to go through 
our pre-deployment checklist 
that ensures the technical 
requirements are met for a 
smooth delivery. This would 
involve software and hardware 
specifications. 

2. Head of Department 
Meetings. Discuss data flow 
within the organisation and 
perform a risk assessment on 
data locations and potential leaks. 
This assesses vulnerabilities, 
identifies sensitive information 
held and discusses how this is 
processed. 

3. Secret Formula. At this point 
we use our customised, tried and 
tested set-up behind the scenes 
which is then adapted to suit 
your organisation.

4. Small Scale Deployment. Our 
solution is tested on a small scale 
with high volume users to ensure 
components are ready for the 
wider roll out. 

5. Policy Creation. Custom 
policies are created that are 
tailored to suit individual 
organisational needs and 
environments. 

6. Large Scale Roll-Out. Still 
behind the scenes but extending 
the solutions on a bigger scale, 
we get everything in place for 
the implementation phases. 

7. Custom Triggers. Customised 
alerts will be set for authorised 
personnel which triggers when it 
detects sensitive data.

8. Staff Training. Introducing 
the new system to heads of 
department and training in the use 
of the solutions provided. Handing 
over policies and ensuring they 
are understood by staff. 

9. Make It Official. Turn it on 
and at this stage you are now 
fully protected.  

TowerWatch Approach 
We aim for a seamless and professional implementation that handles the technical side so that the 
client can focus on what they do best, their core service. What you can expect as part of our solution 
includes:  

An typical timeline for this implementation as related to the two case studies was 2-3 months for 
each case. This depends on variables including size of organisation, number of protected devices 
and users. 
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Final Comments
As you can see, the hospitality industry as a whole needs to improve its ways of securing sensitive data, 
to the level of not just keeping up with looming regulations but also with the expectations of users in 
regard to their sensitive data. Ensuring that you have a system in place with the lowest impact on day-
to-day operations to avoid hindering customer experience is paramount for hospitality organisations, 
and luckily this is a solution we at TowerWatch have successfully deployed several times already. This 
ensures our clients and their sensitive data are protected for the future. 

About TowerWatch
TowerWatch Solutions have over 6 years’ experience in data classification 
and encryption. Additionally, with ACTUAL GDPR experience and multiple 
successful Cyber Security protection project completions under our belt, 
we are fully equipped to help implement our latest solution to protect your 
business. 
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